Flex IT Email Filtering

Ensuring effective business cybersecurity is challenging for all
businesses. Attacks come in many forms, and to defend against all of
them needs a multi-layered approach to security.

Phishing is the most prevalent attack method in the modern
workplace. Emails, designed to look authentic, are sent by fraudsters
with the intent to deceive. Such emails can use various different ways
to make themselves look authentic, and generally contain a call to
action that, when followed, starts to lead the target along the path to
becoming another attack victim.

Flex IT Email Filtering - powered by Proofpoint

Flex IT Email Filtering is a monitored service based around Proofpoint's award-winning
email protection platform. The Proofpoint service 'wraps around' the core email platform -
either cloud- or server-based - and monitors all email traffic in and out. The service traps
suspicious emails, notifies the individual, and reports into a central console.

Flex Email Filtering Professional includes the Email Archiving service, providing a legally
valid record of all email traffic for any Microsoft Exchange-based service (including M365).
While new data can always be added, data cannot be removed from the archive. Archived
emails are held for 10 years.

Features:
o Spam, virus, and zero-hour threat protection
o Outbound filtering, email encryption and data loss protection (DLP)
. Advanced reporting
o Disaster recovery with email continuity and archiving

Benefits
o Advanced reporting
o Protects uses and the business network from email-borne threats
o Cloud-based service requires no hardware or software to deploy
o Ensures business communications keep running during outages
. Promotes compliance efforts
o Service is updated automatically
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FLEX

Flex IT Email Protection - Service Packages

We offer four levels of protection

Flex IT Email | Flex IT Email Flex IT Email | Flex IT Email
Component Protection Protection Protection Protection
Advanced Advanced + Professional |Professional +
Core Protection Yes Yes Yes Yes
Targeted Attack Yes Yes Yes Yes
Protection
Outbognd Yes Yes Yes Yes
Protection
Email Continuity 30 days 30 days 30 days 30 days
Email Archiving Yes Yes
Advanced BEC
Detection e Vet
Email Warning Tags Yes Yes
One—Ch;lzn/lessage Yes Yes

Protect your email

Proofpoint Email Protection is the industry-leading email gateway. It catches both known
and unknown threats that others miss. Powered by advanced machine learning
technology, Email Protection accurately classifies various types of email. And it detects
and blocks threats that don't involve malicious payload, such as Business Email
Compromise(BEC), using our Advanced BEC Defence.
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